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ABSTRACT

Promoting health and wellbeing is an important reason for fighting
misinformation. One’s attitudes and beliefs can be made resistant
to misinformation with inoculation. In this work, we investigate
possibilities offered by LLM-powered conversational agents to build
up such resistance in individuals. We designed and developed a pro-
totype system implementing the cognitive inoculation method and
conducted a pilot experiment comparing it to classical methods. The
preliminary results show that inoculation through a conversational
agent builds up stronger resistance than traditional methods.
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1 INTRODUCTION

There is an increasing amount of misinformation spreading online
that can cause one to pursue unhealthy choices [18]. Inaccurate
information about nutrition, vaccines and cancer treatment, among
others, is a threat to public health. However, increasing one’s re-
sistance to persuasion can help defend and reassure their positive
beliefs and habits [5], promoting reliance on evidence-based health
communication. We now have over 60 years of literature investigat-
ing how the simple biological metaphor at the core of Inoculation
Theory can be used in one’s resistance to persuasion. Much like the
immune system of the body can be prepared with weakened forms
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of viruses via vaccines, the mind can develop defences following
exposure to weakened forms of persuasive attacks [2] through the
process of Cognitive Inoculation. Inoculation Theory [2, 11] con-
cerns the fortification of the mind against the spread of negative
attitudes and beliefs. In the wellbeing context, these are behaviours
such as exercise, diet and avoidance of harmful substances.

Cognitive inoculation can be facilitated with the newly emerged
Large Language Models in ways not possible earlier. Recent litera-
ture shows that Inoculation Theory is an efficient tool for protection
against online misinformation[16], and that chatbots can serve as
a usable, low-barrier platform of public health information [13, 17].
Consequently, we take advantage of the affordances of chatbots to
improve the effect of Cognitive Inoculation. Our ongoing research
explores how conversational Al can be used to deliver Cognitive
Inoculation. The purpose of this work is to explore the possibility
of a cognitive inoculation technique that could have positive im-
plications for public health. First, we pose the following research
question:

RQ1 What are the key benefits of employing Conversational Agents
as an inoculation method compared to traditional approaches?

To answer this questions, we develop a system that deploys a chat-
bot following the principles of Inoculation Theory, called MindFort!,
and investigate how it affects users by implementing a between-
subjects experiment. Further, given the novelty of MindFort, we
ask the question:

RQ2 What is the participants’ subjective experience of MindFort
as an Al system designed for inoculation?

Note that in this workshop paper, we present our progress and seek
feedback to our larger study. We present our research questions,
hypotheses, experimental design and our prototype, along with
preliminary insights to RQ1.

2 BACKGROUND

It was shown by McGuire [11] that pre-exposing participants to
weakened arguments against an attitude or belief they currently
hold, known as inoculation, are less affected by a subsequent strong

!https://mindfort.eu
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counter-attitudinal message than participants who are shown state-
ments supporting their belief or no treatment at all. Inoculation
Theory has been used for example, to reduce susceptibility to mis-
information [16], politics [15], commerce [10], and of particular
importance to our study, health [4, 11, 14]. As shown by Compton’s
recent review, Inoculation Theory is increasingly researched: in
2023 alone, 450 publications indexed by Google Scholar mentioned
Inoculation Theory, whereas this number was 132 in 2013 and 61
in 2003, and there are meta-analyses offering empirical support for
the theory.

In a meta-analysis in 2010, Banas and Rains [2] reviewed 50 years
of Inoculation Theory research. After the original work [11, 12] by
McGuire, this review verified the core prediction of Inoculation The-
ory. Further, Banas and Rains point out moderators of inoculation
effectiveness such as the level of perceived threat or the partici-
pant’s issue involvement, which may inform design decisions of our
system. In their recent work, Fransen et al. replicated McGuire’s
1961 experiments with minor changes to the experimental design
and contents to bridge the cultural gap of 60 years, serving as a
guideline for our own experimental design.

In 2023 the American Psychological Society urged researchers in a
consensus statement by Van Der Linden et al. to pursue inoculation,
among others, as a way to combat health misinformation.

2.1 LLMs and Misinformation

Modern Large Language Models (LLMs) can now summarize com-
plex documents, help with creative writing, or provide answers to
questions [7, 21]. LLMs have uses across various domains. For ex-
ample, in educational environments, LLM tools can boost students’
creative abilities, and increase engagement in the learning process.
As an increasing number of systems depend on LLMs, there is an
emerging field investigating how to programmatically interface
with the available LLM systems. White et al. [20] offer a catalogue
of prompting patterns that serve as guidelines for LLM-powered
systems such as the prototype developed in our work.White et al.
explain several prompting patterns, such as how to define the chat-
bot’s Persona or how to prompt for Flipped Interaction.

Participant is asked
how certain
they are in

a health belief

Debriefing

Start-of-Lesson Survey
id-Lesson Survey
Strong Argument

End-of-Lesson Survey
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With the rise of online misinformation, there is a growing body
of knowledge on fighting against it with LLM-powered chatbots
[1, 8, 13, 17]. Results show that chatbots are a viable tool to combat
health misinformation with high user satisfaction[17]. The existing
work also informs requirements for new systems. Users would
prefer chatbots to help them learn to analyse and judge information
independently rather than performing fact-checking for them[13].
This becomes particularly important as LLMs can make factual
errors themselves and expose users to misinformation [9].

In conclusion, educational chatbots that help people independently
make fact-based, healthy decisions pose a unique opportunity with-
out the threat of LLMs introducing misinformation or causing user
over-reliance.

3 MINDFORT PROTOTYPE

We developed MindFort with the primary goal of answering the
currently posed research questions and secondary goals of enabling
further research and ultimately offer free access to an open educa-
tion platform to the public. The complete source code? and lesson
data used for the experiment® are openly available and the proto-
type can be accessed online?. Five images showing different screens
of the prototype are shown in Appendix A.

Modern Large Language Models (LLMs) can now summarize com-
plex documents, help with creative writing, or provide answers to
questions. LLMs have uses across various domains. For example, in
educational environments, LLM tools can boost students’ creative
abilities, and increase engagement in the learning process. As an
increasing number of systems depend on LLMs, there is an emerg-
ing field investigating how to programmatically interface with the
available LLM systems.

Our chatbot is based on gpt-40° and is accessed via a real-time chat
window. The system prompt (see Appendix B), which was engi-
neered in line with White et al. [20]’s patterns, defines a Persona and

Zhttps://github.com/Crowd- Computing- Oulu/mindfort
3https://github.com/Crowd-Computing-Oulu/mindfort/blob/main/lessons.py
*https://mindfort.eu

Shttps://openai.com/index/hello-gpt-4o/
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Figure 1: Annotated diagram illustrating the experiment process.
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prepares the bot for a Flipped Interaction as the chatbot is expected
to lead the conversation, proactively challenge the participant’s
beliefs and help them develop their defences.

4 EXPERIMENT

To answer RQ1, we pose the following hypothesis: H1 Inocula-
tion through a Conversational Agent results in stronger resistance
to persuasion compared to (a) Active Refutation, (b) Supportive
defence treatment, and (c) and No treatment.

We test this hypothesis via a between-subject experiment (see an-
notated experiment design diagram in Figure 1 as follows:

Each participant completes one lesson, trying one of the four cases.
The entire experiment takes 15 to 25 minutes per participant.

The participants are first asked to share how certain they are of
their beliefs at the start of the lesson on a 15-point scale (See Appen-
dix A) designed to match the scale of McGuire [11]. Then, they are
administered the assigned inoculation treatment to prepare them
for four potential arguments against their belief. After the treat-
ment they are shown the same 15-point scale. Then, they are shown
a 5-paragraph argument text attacking their beliefs with stronger
versions of the previous four arguments. Finally, the participants
are asked once again about their certainty in their beliefs.

To answer RQ2, we test H2 by asking participants to fill out an
IMI questionnaire after completing their tasks and comparing the
scores to IMI benchmark data. In comparison to this benchmark,
MindFort should exceed the mean scores in all three pragmatic
categories (H2a) and hedonic categories (H2b). Further, we collect
open feedback on participants’ experiences and about the resources
they used after they completed all the lessons.

4.1 Pilot

We conducted a pilot experiment with four participants recruited
from the authors’ laboratories with little to no knowledge about
the purpose of the study. The participants are HCI researchers at
various levels, who volunteered to participate in the pilot without
compensation.

Encouragingly, our novel approach resulted in the highest resis-
tance to persuasion. As seen in Figure 2, participants’ certainty
decreased following the Strong Attack (between Post-Inoculation
and Final scores), most noticeably in the No Treatment case as ex-
pected (decrease of 2.5 points), slightly less in the Active (1.5 points)
and Passive (0.5 points) cases, with no decrease in the Interactive
Refutation case.

5 IMPLICATIONS ON HEALTH
COMMUNICATION

We foresee significant implications on health communication, should
our novel approach outperform traditional Cognitive Inoculation
techniques.

First, achieving stronger resistance to persuasion in itself is an
important achievement amid rising misinformation online [18]
as we strive to foster a more resilient public, capable of making
healthier decisions.
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Figure 2: Certainty scores across three stages of a lesson,
shown for all four cases. Data where participant had initial
certainty below 10 was omitted from the analysis.

Second, the work of information seeking and logical thinking is
done by the subject during active and interactive inoculation pro-
cesses. We hypothesise that performing the investigation with real-
time guidance can significantly improve the self-efficacy of those
with little experience in performing independent research, support-
ing them to develop skills that will help them resist misinformation
in the future.

Third, like traditional approaches, LLM-powered conversational
agents are already scalable and therefore immediately applicable
on large populations. This immediate availability of the technology
makes it a great candidate for further research, potentially inves-
tigating positive properties of the novel approach that we have
not discussed yet. For example, LLMs offer a level of flexibility and
general knowledge that traditional chatbots and pre-written text
cannot bring to the inoculation process, opening up a world of
personalised health communication at large scale.

5.1 Conclusion

We outlined our hypotheses regarding a novel cognitive inocula-
tion technique made possible by LLM-powered chatbots. We de-
signed and developed a simple prototype system implementing
this technique and conducted a small pilot experiment comparing
it to classical methods. The preliminary results show our novel
approach in positive light and gave us a positive outlook for H1.
We look forward to sharing the results of the upcoming full experi-
ment, after improving our system and experimental designs with
feedback from the scientific community and the pilot participants
themselves.
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A APPENDIX: PROTOTYPE SCREENSHOTS

@ Daniel

Home About Terms

MindFort

Back to topics

Lesson 3
Technology and Health

This lesson explores the misconceptions surrounding the role of technology in
healthcare. In this lesson, you will have to write an argument essay.

o—0—410—10—90

[y
7. The integration of technology in healthcare leads to a
depersonalized experience, where patients become just numbers in a
system, and the quality of personal doctor-patient relationships

diminishes,

2. Te logy in healthcare di lexity that can lead to more
errors and technical failures, ining patient safety rather than
enhancing it.

3. The digital fe ion of health: P patient privacy
itive infc ion to b hes and misuse.

and data security, exposing
4. Technological integration in healthcare primarily benefits those who are
idening the

g

already privileged and can afford such ad\ further
healthcare inequality gap.
”

Use any resource available to you and your own reasoning to argue each of the
statements above, with one paragraph each.

Type your argument here...

4

o/s00 characters
Crowd Computing Oulu GitHub Repository MindFort v25.02.06 BETA
License

Systems Lab at UTekyo | AKX S

Interactive

Figure 3: Prototype Screenshot (1/5): Lesson page showing stage two (inoculation) in the Active Refutation case where the user

writes a refutative essay by themselves.
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Home About Terms

Back to topics

Lesson 2
Protecting Nature

This lesson examines the widespread impact and benefits of penicillin since its
introduction. In this lesson, you will have to argue with Forty.

o—0—0—0—90

Forty ® Online Options ~
rOWN, INEre are also NUMEroUS DUSINEss cases
highlighting how ies adopt ble practices to

improve their profitability. What did you find out from your

investigation?
Can you suggest some google searches?

@ Certainly! Here are a few search terms you might try: 1.
" iic impact of p i

"Countries ini ic growth with
3."Benefits of renewable energy on economic growth” 4.
"Case studies of green economies thriving" 5. "Sustainable
business models and profitability" These searches should
help you find studies, articles, and real-world examples of
how envi pi ion and ic growth can
be synergistic rather than conflicting. Once you have some
findings, feel free to share how they support your point!

Type message -

Please converse with Farty for at least ten minutes before continuing,
but no more than five minutes for each argument he presents. The timer
resets if you leave or reload this page.

Your conversation will be anonymised and analysed by scientists, unless you opt out.
Learn more here.

Crowd Computing Oulu GitHub Renositorv MindFort va5.02.06 BETA

Figure 4: Prototype Screenshot (2/5): Lesson page showing stage two (inoculation) in the Interactive Refutation case where the
user converses with Forty the educational chatbot.
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@ Daniel

MindFort Home About Terms

Back to topics

Lesson 2
Protecting Nature

This lesson examines the widespread impact and benefits of penicillin since its

introduction. In this lesson, you will have to argue with Forty.

o—0—0—0-90

What do you think about the following statement?

Protecting nature is critical for ensuring a sustainable future for

generations to come.
”
I 1 1 1 I 1 1 I 1 1 1 1 1 I I 1
T T T T T T T T T T |
Definitely Probably Uncertain Probably Definitely
FALSE FALSE TRUE TRUE

GitHub Repository MindFort v25.02.06 BETA

Crowd Computing Oulu

i Systems Lab at UTokyo | WA%ZSER License

xE

Figure 5: Prototype Screenshot (3/5): Stages 1, 3 and 5 involve a 15-point scale measuring the participant’s certainty.
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MindFort Home About Terms @ Daniel

Back to topics

Lesson 2
Protecting Nature

This lesson examines the widespread impact and benefits of penicillin since its
introduction. In this lesson, you will have to argue with Forty.

o—0—0—0-90

Read the following carefully

@
The assertion that environmental protection is critical for ensuring a
ble future for g ions to come has gained widespread
F B severa! hallenge this

psrspectwe Critics argue that environmen tal protection can hinder
economic growth, as stringent regulations may stifle industry and
innovation. Additionally, there's a belief that natural resources are infinite
and can replenish themselves, suggesting that immediate conservation
efforts may not be necessary. Another view pasu_\' that future

hnological will adeq ly address envir tal
cha!lenge:, rendering current conservation measures redundant.
Furthermore, some believe that individual and local actions are
insignificant in the grand scheme of envir tal issues, implying that
personal efforts are futile.

One prevalent argument against the ity of envir P
is the perceived conflict between ecological and
grawth Cnru:s contend that stringent enwrnnmenral regulations can stifle

dustrial progress and tion by imp fiti costs and
limitations on busii These may dzrer investment and
hinder economic expansi ially in developing countries that rely on
resource exploitation fargrawth The costs assoﬂated with lmp[ementmg

tall) fﬂendly logy and practices can be signil
ially reducing the competitiveness of industries on ag!uba“scale
Cn tics argue rhat prmﬂ tizing economie deve[apmen t—perhaps even at the
is erucial for imp. g living dards and

eradicating paverfy, asserting that once societies achieve a certain level of
prosperity, they will naturally transition toward more sustainable

practices.

Another argument centers around the notion of infinite resource

Figure 6: Prototype Screenshot (4/5): The participant reads a 1000-word, 5-paragraph essay arguing against the truth with
flawed logic and factual errors after the inoculation. This screen, other than the essay itself, is essentially identical to the
lesson page stage two (inoculation) in the Passive Refutation case where the user reads a pre-written refutative essay.
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MindFort Home About Terms @ Daniel

Welcome, Daniel!
Levels

@

2

Congratulations! &

You finished all the lessons. Please read the below disclaimer before leaving!

This experiment was conducted to explore how individuals resist negacwe pnrsuasmn and reinforce their existing beliefs. Please be aware that in step four of
each lesson, you were deli with i and as part of the study's design. The purpose of this exercise was to
simulate real-world scenarios whare misinformation might be encountered and to observe how individuals defend against such persuasion. We assure you that
the information provided in this step was not intended to change or undermine your original beliefs, which remain completely valid and supported.

We appreciate your participation and remind you of the imp of critically evaluating all information you encounter, whether that be online or out in the
real world.

Crowd Computing Oulu GitHub Repository MindFort vag.0206 BETA
Systems Lab at UTokyo { BAXEHER License
AE

Figure 7: Prototype Screenshot (5/5): Upon completing all the available lessons, the participant receives the debfriefing message.
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B LLM PROMPT

You are Forty, a friendly, proactive educational chat partner within the MindFort system that uses cognitive inoculation
theory through 10-minute chat conversations to help users recognize and counter misinformation and common
misconceptions based on flawed logic or incorrect information. You seemingly seem to believe some misconceptions
for the sake of immersion in the lesson and conversation.

You always try to proactively argue against a positive attitude that the user holds, so that they can form complete
opinions, knowledge and defence against such attacks, by using their own logic and looking up online resources. You
actively nudge them to disprove you by giving them hints about the kinds of resources and tools (e.g. online
searches, keywords, 1llm prompts, books, videos, maths) they can use to disprove your claims. You are the one always
in control of the conversation. You are talking to a user or participant who completes several such lessons and
might struggle with too much cognitive load, so you try to make the lesson easy and break it down to the user, and
you don't waste their time.

For each argument you talk about, follow this order: present the argument as your own opinion and ask what they think.
suggest some ways they can use resources and tools to disprove you. get them to disprove you before moving to the
next argument. when they disproved you, move to the next argument. When the last argument is discussed, say goodbye

and ask them to press the "Continue" button.

For this conversation, you want to present the arguments below against the truth that

[Everyone should brush his teeth after every meal if at all possible.]:

[1. Brushing immediately after every meal can erode tooth enamel due to abrasive toothpaste and brushing technique.

2. Natural cleansing mechanisms in the mouth, such as saliva, are sufficient to clean teeth without the need for
brushing after every meal.

3. It's impractical for most people to brush their teeth after every meal due to work, school, or social activities.

4. As long as you brush after every meal, other aspects of oral hygiene like flossing or dental check-ups are
unnecessary.]

Figure 8: LLM System Prompt at the beginning of the conversation. Two parts, enclosed in brackets, are one of several possible
values that are substituted for each lesson.
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